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BEHIND THE EYES OF THE ENEMY
Why enterprises need to see what the bad guys see, to gain a  different 
perspective required to thwart threat actors and reduce security risk.



Do today’s businesses know what their digital footprint looks like 
in the eyes of the enemy? Most CISOs, and other security-minded 
professionals, would likely answer “no”. The digital transformation 
of business is rapidly expanding enterprise attack surfaces; 
thereby increasing security, reputational, and financial risk. Modern 
organizations are combatting a lack of perimeter visibility, in-house 
expertise, proactive incident response, and the requirement for a 
cyber resilient strategy—creating prime targets for attackers.

Optiv finds this is often because organizations build security programs 
in reaction to external influences. Compliance mandates, announced 
vulnerabilities, board directives, and new business initiatives are 
hardened in response to those priorities and in context of the business 
perspective.

Flipping the enterprise perspective to those with malicious intent is not 
always a first consideration. The enemy has very different objectives 
and interprets enterprise security programs in different ways. Where a 
business sees compliance requirements, the enemy sees gaps. When 
security teams are grappling with architecture challenges, the enemy 
finds an opportunity to create chaos. Many common CISO frustrations 
can quickly become threat actor opportunities.

IDC reports that 40% of firms in the U.S. are attacked at least daily.1 
Meaning, whether or not an enterprise will be attacked is not the 
question. The question is, how and when will the enemy attack—
and what security strategies do businesses have in place to prevent 
significant loss?

The inevitability of an attack has created a race to strengthen 
enterprise security. In turn, many CISOs have become challenged 
with the current business landscape which is filled with an increasing 
number of vendor security promises and conflicting views on how to 
achieve cyber resiliency. The result? Siloed enterprise security data 
retrieved on an ad hoc basis. Whether through an annual penetration 
test, a business unit’s outdated security tool, or limited threat detection 
capabilities, many CISOs are trying—and struggling—to develop a 
comprehensive and unified security strategy. In a survey of over 100 
enterprise CISOs, Optiv found that the top concerns of the enterprise 
were not recently disclosed vulnerabilities or gaining insights from the 
latest security tools. The CISO’s priority has become identifying the 
most effective means to optimize and rationalize enterprise security 
programs—from a different perspective than previous approaches.

INTRODUCTION

IDC reports that 
40% of firms in the 
U.S. are attacked 
at least daily.

40%
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So, what if organizations changed their vantage point? Optiv believes 
that businesses need to transition from tunnel vision to a holistic view 
of their digital footprint. And, adopt a new perspective—the  enemy’s 
perspective.

EnemyPerspectives@Optiv is an integrated solution that turns 
industry standard processes for security practices—such as attack 
and penetration and vulnerability assessments—upside down. It 
delivers the enemy’s perspective to a company’s overall security 
program. Optiv believes that looking at the same security program 
in an unconventional way reveals new thinking, program insights, and 
program priorities. This fresh perspective hardens enterprise security 
programs with optimized and rationalized investments for maximum 
efficacy.

This paper explores why it is critical for an organization to have a 
360-degree view of its environment—and then examine it in a 
different way. Transitioning from an internalized, or “outside-in”, view 
of risk and resiliency to focus on and build from the common core 
requirement of risk mitigation. 

Gaining this comprehensive view of an enterprise starts with a thorough 
inventory of exposed areas—or attack surface. Achieving the ability 
to continually adapt to fluctuating risk requires a deep understanding 
of the inner workings of an enterprise’s digital footprint. 

Next, Optiv shares how to gain its enemy perspective. This entails 
understanding who the bad guys are, what motivates them, and 
why they target specific businesses. A working knowledge of 
different threat actor group types, from hacktivists and government 
sponsored to organized crime and insider threats is the first step in 
understanding intent. Whether it be money, ideology, compromise or 
ego—comprehending what attracts threat actors to specific targets 
empowers a business to align the proper security controls to its 
assets. This invaluable knowledge makes it possible to view an attack 
surface through an enemy lens. 

Finally, Optiv details how organizations can use this new perspective 
to uncover security gaps and deploy the leading security practices 
and solutions necessary to transition from a reactive, fire-fighting 
practice to an adaptable and proactive security program.

How to Gain Enemy 
Perspective:

 Understand who 
the bad guys are

Know what 
motivates them

Learn why they 
target specific 
businesses
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Attack•Surface;
The scope of exposed 
area that can be 
maliciously targeted.

To remain competitive, many organizations are digitally transforming 
by adopting IoT, virtual environments, and cloud applications and 
services. The deployment of the latest apps and services challenges 
already stretched security programs and increases enterprise 
attack surfaces. This additional exposure creates greater security, 
reputational, and financial risk. 

Access to new customers through more targeted data has widened 
the attack surface and created opportunity for threat actors to exploit 
customer data. The fact that the human attack surface will increase 
from 3.8 billion internet users in 2017 to 6 billion internet users by 
2022 means enterprise risk will continue to soar.2 Recent high profile 
breaches demonstrate how an unsecure digital footprint makes 
enterprises a prime target for the enemy to infiltrate and exploit 
data—significantly damaging brand reputations for years to come.  
These successful threat actor attacks have been proven financially 
devastating, with cybercrime damages expected to reach $6 trillion 
by 2021.3

The deployment of new IoT and cloud technologies and applications, 
without a thorough security vetting, creates additional enterprise 
attack surface. The enemy considers this when choosing its targets. 
Optiv recommends that as enterprise environments expand, 
organizations ensure that these systems are meticulously secured 
to decrease vulnerability. Attack surface accounts for exposure. 
Therefore, ensuring these systems are properly safeguarded from the 
internet will reduce risk of malicious attacks.

Enterprise Surface Area
• People 
• Infrastructure 
• Applications 
• Physical location 
• Policy and procedure
• Change management gaps 

THE EXPANDING 
ATTACK SURFACE
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WANTED

Threat Actor: 
Janus Cybercrime Solutions

Group Type: 
Cyber-crime

Intent: 
F inancially Motivated

Enterprise Weaknesses: 
• Data and network compromises
• Privileged credentials
• Employees subject to phishing attacks
• Reputation through beyond-perimeter 

tactics
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It is critical that enterprises understand modern security challenges 
through the eyes of the enemy to achieve cyber resiliency. Plug-
and-play security tools, and single-solution platforms, have caused 
frustration among today’s CISOs. It is not possible to defend a 
business with a single solution. A collection of inefficient and siloed 
tools has resulted in overly complicated attack surface areas, which 
is what attracts the enemy. Many enterprises do not have a good 
inventory of all of the systems, technologies, and applications in their 
environment. The lack of a detailed data map often results in threat 
actors quickly getting to know target infrastructures better than a 
respective enterprise infrastructure owner. This lack of visibility, and 
consistent underestimation of the enemy, creates opportunities for 
threat actors to invade.

The enemy has access to the tools needed to successfully break 
into many environments. Optiv cyber teams have seen malware 
and phishing tools increasingly offered in bundled, cost-efficient 
packages—making them the two most-common exploits used in 
2017. Malware continues to be the largest threat launched by threat 
actors at 48%.4

These numbers demonstrate that today’s enterprise is generally not 
prepared to combat the enemy. Additionally, 77% of organizations 
admit they do not have a formal cybersecurity incident response 
plan (CSIRP) in place.5 And, 87% of SANS IR survey respondents 
responded to at least one incident in the last year.6

What Attracts the Enemy?
• Unintentionally leaked information
• Lack of control over assets
• Ineffective security controls 
• Outdated or unpatched software 
• Employees not trained in security awareness
• Dependence on a single security tool or platform
• Absence of threat hunting and forensic capabilities

Deploying a strategy that continuously measures cyber posture is 
critical to ensure an enterprise has the proper security controls in 
place. Unfortunately, many organizations simply rely on an annual 
test—to complete a compliance or audit requirement, or a board 
mandate. Other businesses employ vulnerability scanners to evaluate 
their environments throughout the year themselves.  These scanners 
alone have proven ineffective at uncovering the majority of threats in 
an enterprise environment. 

LEVERAGING THE 
ENEMY’S PERSPECTIVE

Cyber•Resiliency; 
The ability for an 
enterprise security 
program to continually 
adapt to fluctuating 
risks.
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Optiv offensive cyber security teams often see gaps between what 
vulnerability scanners find and what they discover in testing client 
security policies. The team reports that in the 73,000 hours they 
spend across 600 engagements annually, 75% of the vulnerabilities 
they exploit are not identified by a scanner.

Threat actors count on these common and inefficient security tests. A 
lack of effective and continuous assessment of security vulnerabilities 
creates holes that the enemy can infiltrate—often undetected. In fact, 
68% of 2017 breaches took months or longer to discover.7

An inability to quickly detect and respond to threats, due to this lack 
of visibility of security gaps and expertise, makes every business a 
target. Most organizations do not have incident response (IR) experts 
on staff that are knowledgeable of how the enemy operates, and what 
current techniques they are employing. This is typically because IT 
cyber teams are focused on maintaining security tools and do not 
have the bandwidth to stay current on new trends that would aid in 
understanding the enemy perspective. 

Additionally, many organizations do not have a full-time, and 
continuous penetration program. Those businesses that do often 
find that in-house pen testers have become complacent in their 
jobs—continually testing the same environments, using the same 
techniques. An ideal enterprise cyber team would be comprised of 
offense-oriented IR staff focused solely on threat management, and 
whom leverage independent third parties for periodic assessments, 
to close gaps based on new threat actor trends.

of the vulnerabilities 
Optiv offensive cyber 
teams exploited were 
not identified by a 
scanner.

75%



WANTED

Threat Actor: 
FIN7

Group Type: 
Cyber-crime

Intent: 
Data Theft,  F inancially 
Motivated

Enterprise Weaknesses: 
• Data and network compromises
• Employees subject to phishing attacks
• Ability to respond to attacks quickly 

and retain evidence
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Organizations across all verticals are at greater risk today than ever 
before. Threat actors continue to grow in number and sophistication, 
and attack with greater frequency. Businesses need to gain the 
visibility required to identify a threat actor and understand their intent 
to successfully defend their perimeters.

Common Threat Actor Groups
• Hacktivists
• Government Sponsored
• Organized Crime
• Insider Threat

»   Opportunistic
»   Unintentional 

What types of threat actors can inflict the most harm? Those with the 
ability to gain persistence in a network, and dwell within it undetected 
for an extended length of time. Threat actors are attracted to 
businesses that are easy to exploit and are largely undetectable. 
They target Personal Identifiable Information (PII), Intellectual 
Property (IP), money transfers, and other areas where they can cause 
the most disruption. Threat actors evaluate targets by conducting 
reconnaissance to uncover vulnerable security gaps to exploit.

Understanding threat actor intent—the why—is instrumental to 
gaining the ability to quickly detect, respond, and mitigate threats. It 
enables cyber security professionals to group and categorize threats 
to form a more effective response. 

When it comes to intent, money is the primary driver for the majority 
of threat actor activity. Attacks against banks result in the loss of 
customer funds. E-commerce businesses are financially devasted 
when their sites are taken offline. Breaches inflicted on hospitals result 
in patient identity theft, which enables threat actors to sell personal 
data for a profit. Today’s enterprise needs to view—and then protect—
assets from the perspective of the enemy. What do they possess that 
is of the greatest value? 

UNDERSTANDING 
INTENT TO ANTICIPATE 
ATTACKS

Threat•Actor;
A group of attackers—or 
an individual actor—that 
has the means, and 
opportunity, to conduct 
an attack.

Intent; 
The primary driver for a 
threat actor’s attack.



MICE

Money

Ideology

Compromise

Ego

Intelligence officers use the acronym MICE (Money, Ideology, 
Compromise, Ego) to determine and categorize the intent of an 
intelligence source. This classification model translates well to 
categorize the intent of threat actors.

Money. 
Threat actors are financially motivated. The retail, hospitality, and 
financial industries can attest to this as they continue to try to protect 
themselves from POS malware, banking trojans, and cryptographic 
malware.

Ideology. 
Many hacktivist groups use ideology to inspire themselves and like-
minded followers to support their many causes. This is common 
among threat actors whose main goal is to spread propaganda in 
support of specific regimes, countries, and religious groups they 
support.

Compromise. 
This can be seen in the form of blackmail or coercion of an individual 
to assist in corporate espionage or sabotage. Assisting with remote 
or physical access or giving up proprietary data, intellectual property, 
or sensitive system information. This is often found in the form of 
successful social engineering campaigns.

Ego.
Some threat actors hack simply for the joy of taking down a target 
and feeding their ego. They want to establish themselves—and their 
power—to the world. Some accomplish this by publicly declaring 
their conquest, while others prefer to be more anonymous and leave 
a breadcrumb trail.

Enterprises need to leverage this understanding of intent to view 
themselves through the eyes of the enemy. Is the business valuable, 
financially? Are the views of the organization a threat to differing social 
views? Do disgruntled employees pose a threat? Does the company 
have a high profile and/or boast its powerful cyber security policies? 
With this perspective in mind, businesses need to adopt a zero-trust 
model. Every end-user workstation and device should be considered 
a target—and is likely already compromised.
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WANTED

Threat Actor: 
APT28

Group Type: 
State Sponsored

Intent: 
Data Theft,  Espionage

Enterprise Weaknesses: 
• Data and network compromises
• Privileged credentials
• Employees subject to phishing attacks
• Reputation through beyond-perimeter 

tactics
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A lack of tailored threat intelligence that shines a light on security 
gaps, and experts that can interpret it, makes it nearly impossible 
for businesses to identify and defend themselves from threat actors. 
General threat intelligence is beneficial to understand high level 
threat trends. However, gaining offensive security intel through war 
gaming, red teaming, or programmatic penetration testing enables 
businesses to gain intelligence specific to their attack surface. 

Optiv regularly employs these offensive practices when playing the 
part of the enemy. Optiv’s attack and penetration experts were able to 
gain domain access and goal achievement in nearly all client breach 
simulations in Q2 2018.  The team acquired access to client systems 
through weak or default credentials in 40% of client penetration 
tests. This valuable enemy perspective allows Optiv clients to 
immediately evolve their security policies to close those gaps.  

However, threat actors count on the fact that most enterprises do 
not have dedicated and trained cyber security staff able to decipher 
intel and put together an effective incident response (IR) program. 
They know many organizations have under-developed employees or 
dedicated personnel in oversubscription mode, of expectations and 
daily tasks, incapable of drilling down into individual threats. This 
is not uncommon. 65% of SANS IR survey respondents see skills 
shortage as an impediment to IR efforts.8 An untrained cyber security 
workforce has resulted in a reactive vs. proactive IR approach. Threat 
actors know that businesses are too busy firefighting to prepare for 
new attacks.

A lack of threat hunting and forensics capabilities is also common 
among modern enterprises. Businesses do not have the information 
needed to quickly identify successful intrusions. Plug-and-play security 
tools can deliver some information, but trained human eyes are 
going to deliver more informative context around the data collected. 
Businesses can benefit from actively threat hunting, however, they 
need to collect, process, and analyze relevant information. The hunter 
needs dedicated time to spend searching for signs of intrusion. 
Threat hunting on its own is not enough. Organizations need to 
have forensic capabilities available to further examine artifacts from a 
potential intrusion. 

STRONG OFFENSES 
CREATE SUCCESSFUL 
DEFENSES

Cyber•Defense; 
Security strategies, 
solutions, and best 
practices employed 
to defend the attack 
surface of an enterprise.
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When you combine these two capabilities it delivers the adaptability 
security programs need to be successful. Threat modeling enables 
enterprises to insert a systemic, continuous process to analyze 
threats against their organization. It also provides intel based on 
differing threats across its industry, assets, and controls.

The Optiv team 
acquired access to 
client systems through 
weak or default 
credentials in 40% of 
client penetration 
tests.

40%



Just like in any sport, enterprise cyber security teams need to practice 
to stay in shape. A lack of ongoing training and testing often translates 
to real attacks going unnoticed. Cyber security teams need to be 
able to recognize real threat actors from the noise. Employing cyber 
security experts or frequent penetration testing and red teaming 
exercises can accomplish this. The only way to prepare a cyber 
security team for battle is to have them go against a team that has a 
similar skill set—and capabilities of the enemy. This enables teams to 
build an effective defensive strategy through an offensive lens. 

A Holistic Cyber Resilient Strategy
√    Proactive security management
√    Continuous monitoring 
√    Ongoing testing of controls  
√    Current and tailored threat intelligence
√    Incident management

Achieving cyber resiliency requires a strategy that leverages security 
best practices, including proactive incident management planning, 
programmatic penetration testing, effective detection and response 
capabilities, and real-time tailored threat intelligence. Optiv believes 
that enterprise cyber security needs should stop and start with the 
perspective of the enemy. Successful cyber resilient programs are 
built on factual-based offensive security testing. 

Proactive Incident Management Planning 
Identify security gaps by shining a light on them to increase visibility. 
Proactive incident management planning enables businesses to 
develop and evaluate the efficacy of their programs. Enterprises 
need to develop an incident response plan so that the entire 
team understands when an event turns into an incident, and more 
importantly, identify who the subject matter experts are needed for 
response efforts. Building and maintaining an incident management 
playbook enables teams to understand the process to respond 
to scenarios organizations are likely to face from threat actors. 
Ongoing tabletop exercises ensure everyone knows the full lifecycle 
of the incident response plan and playbook. The worst time to plan 
response efforts is during an active incident. Finally, enterprises 
need to continually evolve programs with lessons learned from every 
incident and tabletop exercise.

PRACTICE MAKES 
PERFECT

The only way to 
prepare a cyber 
security team for battle 
is to have them go 
against a team that 
has a similar skill set—
and capabilities of the 
enemy. 
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Programmatic Penetration Testing 
Ongoing penetration testing to evaluate technology weaknesses, 
and red teaming exercises that evaluate personnel and process 
gaps, are invaluable to an enterprise cyber security team. This 
proactive work enables enterprises to experience what a real threat 
actor attack looks like via social engineering. Partner with a security 
integrator that possesses the ability to model a known threat 
actor to put security controls, and teams, to the test. This differs 
greatly from an assessment. Programmatic penetration testing 
on a monthly, quarterly, or semi-annual basis enables businesses 
to test security policies and staff with real-time attacks. Security 
assessments identify gaps via a report to be addressed at a later 
date.

Detection and Response Capability
The absence of an effective IR program can be devasting to an 
organization, and a CISO in particular. Gartner warned that 
through 2016, 75% of CISOs who experience publicly disclosed 
security breaches and lack documented, tested response plans 
will be fired.9 Utilizing offensive cyber security services to identify 
weaknesses enables businesses to gain the knowledge needed 
to detect and respond to threats more efficiently. This ongoing 
practice helps enterprises build and maintain a streamlined process 
that outlines escalation trees and proper protocols for responding 
to different types of threats.

Real-time Tailored Threat Intelligence
Gaining real-time intelligence is important to the success of a 
cyber security program. Finding out if a businesses’ credentials 
have been compromised, an employee inadvertently clicked on a 
phishing email, or if a duplicate website was suspiciously erected 
provides intel organizations can use to quickly close security gaps.



It boils down to this: there are only two true ways to prove if the efforts 
of an enterprise cyber security strategy are successful. Businesses can 
hire a good guy to provide the enemy’s perspective and help with 
proactive measures—or an organization can be penetrated by a bad 
guy and fall into a reactive mode where the damage is already done. 
Optiv recommends that businesses actively and continuously exercise 
proactive incident response capabilities against general breaches and 
complex attacks. This can be accomplished through war gaming, red 
teaming, and programmatic penetration testing. Evolving security 
protocols based on the learnings from these ongoing exercises 
enables organizations to achieve cyber resilience. 

As threat actors continue to grow in sophistication and determination, 
it is imperative now more than ever for security leaders to evaluate 
their digital footprint from the perspective of the enemy. The time 
and cost involved in adopting a comprehensive “inside-out” cyber 
security approach to gain an understanding of threat actor intent, 
and employing offensive security policies to close security gaps, is 
a small price to pay. Optiv’s unique “inside-out” approach to cyber 
security enables CISOs to successfully create strategy, rationalize 
infrastructure, optimize operations, and evolve security protocols 
based on ongoing measurement.

Optiv’s Top 3 Recommendations
1.  Consider a zero-trust model and architect your environment 

with the assumption that end-user workstations are already 
compromised.

2.   Enable multi-factor authentication everywhere possible.

3.  Budget for recurring, and consistent, offensive cyber security 
evaluations to build a mature penetration testing program. 

REDUCE RISK WITH A 
PROACTIVE SECURITY 
PROGRAM

As threat actors 
continue to grow in 
sophistication and 
determination, it is 
imperative now more 
than ever for security 
leaders to evaluate 
their digital footprint 
from the perspective 
of the enemy. 
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WANTED

Threat Actor: 
Black Vine

Group Type: 
Cyber-crime

Intent: 
Data Theft,  F inancially 
Motivated

Enterprise Weaknesses: 
• Data and network compromises
• Privileged Credentials                            
•  Ability to respond to attacks quickly 

and retain evidence

17BEHIND THE EYES OF THE ENEMY



1  IDC InfoBrief Sponsored by Splunk, The State of Security 
Operations, April 2017.

2 Cybersecurity Ventures Cybercrime Report, 2017.

3 Cybersecurity Ventures Cybercrime Report, 2017.

4 Optiv Cyber Threat Intelligence Estimate, 2018.

5 Ponemon Cyber Resilient Enterprise, March 2018.

6 SANS Institute Incident Response Survey, 2017.

7 Verizon Data Breach Investigations Report, 2018.

8 SANS Institute Incident Response Survey, 2016.

9  McMillan, R. and Walls, A., Gartner How to Write a Security Incident 
Response Procedure Document, Dec. 2014, refreshed Dec. 2017.

AUTHORS

REFERENCES

Danny Pickens, Senior Director, MSS – Threat Management Operations

Jeff Wichman, Practice Director, Enterprise Incident Management

William Young, Practice Director, Attack and Penetration

CONTRIBUTORS 
Josh Wyatt, Director, Attack and Penetration

Luis Jimenez, Practice Manager, Attack and Penetration

J.R. Cunningham, Vice President, Product Management

Megan Ruszkowski, Corporate Writer



Optiv Global Headquarters
1144 15th Street, Suite 2900

Denver, CO 80202

800.574.0896

www.optiv.com

© 2018 Optiv Security Inc.  All Rights Reserved.

8.18  |   F1

WANT TO LEARN MORE?
Visit go.optiv.com/enemy-perspective.html

for more information on how to gain enemy 
perspective.


